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Abstract

Social media has emerged as a powerful technology facilitating the sharing of information, ideas, and
personal content across virtual networks and communities. This research paper delves into the
multifaceted world of social media, particularly focusing on WhatsApp, a widely used messaging
platform. WhatsApp's recent updates to its security strategy, taking into consideration expanded
information offering to its parent organization, Facebook, have sparked significant controversy and
debates around user privacy. This paper begins by exploring the evolution of WhatsApp, from its
inception to its current status as one of India's generally well known messaging platforms, serving over
530 million users. It examines the significant features, such as end-to-end encryption and WhatsApp
Payments, that have contributed to its success and widespread adoption. The heart of the paper delves
into the implications of WhatsApp's updated privacy policy on the right to privacy in India. It discusses
how the Indian government's efforts to regulate social media platforms, including WhatsApp, have
raised concerns about data privacy and freedom of expression. The research highlights the challenges
posed by the demand for traceability and the potential infringement on user rights. Furthermore, this
paper explores the broader impact of social media on privacy rights, including the sharing of sensitive
personal information, the influence on health behavior, and the rise of misinformation. It underscores
the importance of balancing the benefits and risks associated with social media in the modern digital
landscape. In conclusion, this research paper provides a comprehensive analysis of the evolving role of
social media, with a specific focus on WhatsApp, in shaping the right to privacy in India. It calls for a
nuanced approach that addresses the concerns raised by updated privacy policies while safeguarding
the principles of individual privacy and freedom of expression in the standards of individual protection
and opportunity of articulation in the digital age.

Keywords: Data protection, data privacy, traceability, digital era, digital rights, data security,
technology ethics

Introduction

Types of social media

Social media has become an integral part of our daily lives, transforming the way we
communicate, share information, and connect with others. The landscape of social media is
diverse, encompassing various platforms that cater to different purposes and demographics.
One of the most ubiquitous forms of social media is the microblogging platform, exemplified
by Twitter. Twitter allows users to share short, concise messages, fostering real-time
conversations and facilitating the dissemination of news and trends. Its character limit
challenges users to express themselves succinctly, contributing to the platform's fast-paced
and dynamic nature.

Facebook, another giant in the social media realm, focuses on connecting people with
friends, family, and acquaintances. Users can share photos, updates, and life events, creating
a virtual social network that mirrors their offline relationships. The platform's features, such
as groups and pages, enable the formation of communities around shared interests, ranging
from hobbies to professional networks.

Instagram, renowned for its visual-centric approach, revolves around photo and video
sharing. The platform's emphasis on aesthetics has led to the rise of influencers and visual
storytelling, where individuals and businesses curate their content to appeal to their
followers. Instagram's popularity among younger demographics has made it a powerful
marketing tool, influencing consumer trends and shaping brand identities.

LinkedIn, on the other hand, caters specifically to the professional sphere. Designed for
networking and career development, LinkedIn allows users to showcase their professional
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achievements, connect with colleagues, and explore job
opportunities. Its business-oriented nature makes it an
invaluable tool for professionals across various industries,
fostering a space for knowledge exchange and collaboration.
YouTube, the video-sharing giant, has revolutionized the
way we consume and create content. From educational
tutorials to entertaining vlogs, YouTube hosts a plethora of
content catering to diverse interests. The platform's
algorithm-driven recommendations contribute to the viral
nature of certain videos, propelling content creators to
stardom and influencing popular culture.

Snhapchat, with its ephemeral content model, offers a unique
approach to social media. Users share photos and videos
that disappear after a set time, encouraging a more
spontaneous and authentic form of communication.
Snapchat's features, such as Stories and Discover, provide
users with a constant stream of updates and content, keeping
them engaged and connected.

TikTok, a relative newcomer, has taken the social media
world by storm with its short-form video content. The
platform's algorithm analyzes user preferences to curate a
personalized feed, making it addictive for users who enjoy
the constant stream of creative and entertaining videos.
TikTok's impact on music trends, challenges, and viral
content has solidified its place in the social media
landscape.

Social Media Definition

Virtual entertainment are sites and versatile applications that
assist with working with online correspondence by making
and sharing client created content and permits individuals to
take part in person-to-person communication.

Social media is used by individuals

As a news source: Virtual entertainment as a news source is

the utilization of online web-based entertainment stages

instead of additional conventional media stages to get news.

Similarly, as TV turned a country of individuals who stood

by listening to media content into watchers of media content

in the 1950 to the 1980, the development of online

entertainment has made a country of media content makers.

As a participatory stage that considers client created content

and sharing substance inside one's own virtual organization,

involving online entertainment as a news source permits

clients to draw in with news in different ways, some are

including -

e Consume news

e Find news

e Share or repost news

e Post their own photographs, recordings, or reports of
information Remark on news

As a social tool: There are many tools of social of social
media. Some of them are here the most used by some of the
world’s top brands

Byzzsumo Google Trends
Buffer Publish Canva
Unsplash Animoto
Feedly Buffer Reply
Native Analyties Todoist

As a self-presentational device: Self-show hypothesis
makes sense of life that individuals will deliberately deal
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with their mental self-view or character related data in
friendly items as a matter of fact basic part of person to
person communication site is the time put resources into
redoing an individual profile, and support a kind of friendly
money in light of preferences, devotees, and remarks. Ways
of arranging stages assumptions and section crowds.
Writing, recommends that virtual entertainment can raise a
pessimistic Input circle of review and transferring
photographs self-correlation, sensations of disillusionment
when seen social achievement isn't accomplished, and
disarranged body discernment. As a matter of fact one
review shows that the miniature publishing content to a blog
stage, p-interest is straightforwardly connected with
cluttered eating less junk food conduct, demonstrating that
for the people who regularly see practice are slimming down
pins there is a more prominent change that they will take
part in outrageous weight reduction and counting calories
conduct.

As a health bevaiour change and reinforcement tool: As
a health behavior change and reinforcement tool, the term
refers to the use of specific strategies, interventions, or
technologies aimed at promoting positive alterations in
individuals' health-related habits and sustaining those
changes over time. This concept recognizes the complex
nature of human behavior, particularly in the context of
health and well-being, and seeks to employ various tools
and techniques to facilitate the adoption of healthier
lifestyles.

Health behavior change and reinforcement tools encompass
a wide range of approaches, both traditional and
technologically advanced. Traditional methods may include
educational programs, counseling, and motivational
interviewing, focusing on imparting knowledge, fostering
self-awareness, and enhancing individuals' motivation to
modify their health behaviors. These approaches often rely
on face-to-face interactions  between  healthcare
professionals and individuals seeking behavior change.

In the contemporary landscape, technology plays a
significant role in health behavior change and
reinforcement. Mabile applications, wearable devices, and
online platforms are examples of tools that leverage
technology to deliver interventions, monitor health-related
metrics, and provide ongoing support. These tools often
utilize  behavior change theories, such as the
Transtheoretical Model or Social Cognitive Theory, to tailor
interventions to individuals' specific needs and stages of
readiness for change.

Evolution of Whatsapp

It has been a long time since whatsapp was first sent off in
the year 2009. A ton of highlights have been added on the
way. Mind Activity and Jan Koum was the organizer behind
whatsapp, began dealing with the application for the
application store. The 10S verson was sent off first as their
essential objective was the US market around then. Apple,
PDA were a reach in the US, and consequently the Greator
choose to make the application on the iOS stage. Following
several months, they sent off the application on blackberry
world too. Google's Android working framework was
getting on with the clients and PDA markets and thus
whatsapp immediately circled back to on android form sent
off in August, 2010.
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End to end encryption

On November 18, 2014, Open Whisper Systems announced
a partnership with WhatsApp to implement end-to-end
encryption by incorporating the encryption protocol from
Signal into every WhatsApp client platform. Open Whisper
Systems revealed that they had proactively integrated the
protocol into the latest WhatsApp client for Android, with
support for other clients, group/media messages, and key
verification anticipated in the near future. While WhatsApp
confirmed the collaboration to reporters, there was no
official announcement or documentation regarding the
encryption feature on the official website, and further
requests for information were declined. In April 2015, Heise
Security, a German magazine, used ARP spoofing to
confirm that the protocol had been implemented for
Android-to-Android messages, but WhatsApp messages to
or from iPhones running iOS still lacked end-to-end
encryption. They expressed concern that regular WhatsApp
users could not easily distinguish between end-to-end
encrypted messages and regular messages.

On April 5, 2016, WhatsApp and Open Whisper Systems
declared the completion of implementing end-to-end
encryption for all forms of communication on WhatsApp.
Users were now able to verify each other's keys, and an
option was introduced to enable a trust on first use
mechanism to notify users if a contact's key changed.
According to a white paper released with the announcement,
WhatsApp messages are encrypted using the Signal
Protocol, WhatsApp calls are encrypted with SRTP, and all
user-server communications are encapsulated within a
separate encrypted channel. The Signal Protocol library
utilized by WhatsApp is open-source and distributed under
the GPLv3 license.

WhatsApp Payments

WhatsApp Payments is a distributed cash move highlight
that is at present just accessible in India. WhatsApp has
gotten consent from the Public Installments Company of
India (NPCI) to go into organization with numerous banks
in July 2017 to permit clients to make in-application
installments and cash moves utilizing the Brought together
Installments Connection point (UPI). UPI empowers
account-to-account moves from a versatile application
without having any subtleties of the recipient's bank. On 6
November 2020, WhatsApp declared that it had gotten
endorsement for giving an installment administration, albeit
limited to limit of 20 million clients at first. The help was
accordingly carried out. WhatsApp Payments refers to the
digital payment feature integrated within the WhatsApp
messaging platform. It allows users to send and receive
money directly through the messaging app. With WhatsApp
Payments, users can link their bank accounts or other
supported payment methods to the application, facilitating
seamless and secure transactions.

The payment service typically leverages the Unified
Payments Interface (UPI) in India, enabling users to transfer
funds between bank accounts in real-time. Users can initiate
payments to their contacts by selecting the payment option
within the chat interface and entering the desired amount.
Additionally, WhatsApp Payments often includes features
such as transaction history tracking and security measures to
safeguard financial information.
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WhatsApp*s Specific markets in India and Israel

In India, WhatsApp has become an integral part of daily
communication for millions of users. The app's user-friendly
interface, low data usage, and end-to-end encryption have
contributed to its widespread adoption. In a diverse and
populous country like India, WhatsApp serves as a unifying
platform that transcends linguistic and cultural barriers. It
facilitates seamless communication across regions and
demographics, enabling individuals, businesses, and even
government agencies to connect effortlessly. The platform
has played a crucial role in reshaping the way people
communicate, share information, and conduct business,
making it an indispensable tool for millions in India.

In Israel, WhatsApp's importance is underscored by its role
in fostering connectivity in a region known for its
technological innovation. Israel has a vibrant startup
ecosystem and a tech-savvy population, and WhatsApp
serves as a key communication tool for both personal and
professional interactions. The app's encryption features are
particularly valued in a security-conscious environment like
Israel. Additionally, WhatsApp has proven to be an
effective medium for international collaborations and
business  communications,  further  solidifying its
significance in Israel's tech-driven landscape. The app's ease
of use and widespread adoption make it a preferred choice
for a range of purposes, from casual conversations to critical
business communications.

In summary, WhatsApp's specific markets in India and
Israel are crucial due to its ability to transcend barriers,
facilitate communication, and integrate seamlessly into the
daily lives of users. The app's impact is not only social but
also extends to economic and technological spheres, making
it an essential platform in these diverse and dynamic
regions.

WhatsApp New Policy Regarding India

WhatsApp, a widely-used messaging platform, has been
instrumental in connecting people across the globe. Central
to its functioning are the privacy policy and terms of service
that users agree to upon signing up. WhatsApp places a
strong emphasis on end-to-end encryption, ensuring that
messages, calls, photos, and videos shared on the platform
are securely transmitted and can only be viewed by the
intended recipients.

In recent times, WhatsApp has undergone updates to its
privacy policy, generating significant attention and debate,
including in India. One notable update involved the sharing
of certain user data with its parent company, Facebook. The
primary aim was to facilitate better integration between
WhatsApp and Facebook, enabling targeted advertising and
other business-related functionalities.

It is essential to note that policies of online platforms can
evolve, and companies may adjust their practices based on
user feedback and regulatory requirements. To obtain the
latest and most accurate information on WhatsApp's policies
in India, users are encouraged to refer to the official
communications from WhatsApp and regularly check for
updates on the company's website.

As technology continues to advance and privacy concerns
remain at the forefront of user considerations, the landscape
of messaging app policies will likely continue to evolve.
Users, both in India and globally, should stay informed
about the terms of service and privacy policies of the
platforms they use, and companies, in turn, should be
responsive to user feedback and transparent in their
communication about any policy changes.
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WhatsApp users in India

530 Million WhatsApp users in India
47 Million WhatsApp downloads in India in February 2020, a record
21.3 Hours Average time India users spent on WhatsApp each month in 2020.
15 Million WhatsApp Business users in India as of July 2020
2.3 Million | : Downloads of Whatspp competitor Signal between 6 Jan and 10 Jan 2021.
20 Million | : |India users with access to WhatsApp pay (The number of users is capped by the government to avoid a monopoly).
20% : Share of rural Indians who said they use WhasAp daily in 2018.
11 : Local Indian languages available on WhatsApp

Recent WhatsApp Issue

“Requiring messaging apps to “trace” chats is the equivalent
of asking us to keep a fingerprint of every single message
sent on WhatsApp, which would break end-to-end
encryption and fundamentally undermines people’s right to
privacy,"

We have reliably joined common society and specialists all
over the planet in contradicting necessities that would abuse
the security of our clients. Meanwhile, we will likewise
keep on drawing in with the Public authority of India on
reasonable arrangements pointed toward protecting
individuals, including answering substantial legitimate
solicitations for the data accessible to us,

Under the as of late advised Data Techn Rules 2021, online
entertainment mediators with in excess of 5 million clients
and giving informing administrations should empower ID of
the main originator of dangerous substance that might hurt
the nation's advantages and a few different arrangements
portrayed in the Guidelines.

What's application which is moved by Facebook, has said
beforehand, that it won't break encryption as it undermines
the security of its clients. India is WhatsApp's greatest
market with in excess of 400 million clients.
"Recognizability” abuses client security and "by requiring
private informing administrations like WhatsApp to monitor
who-expressed out loud whatever and who-shared-what for
billions of messages sent consistently. Discernibility
requires informing administrations to store data that can be
utilized to determine the substance of individuals' messages,
consequently breaking the very ensures that start to finish
encryption gives.

To follow even one message, administrations would need to
follow each message," communicated WhatsApp in a blog
figuring out why it conflicts with obviousness.

Security experts welcomed the move. "WhatsApp has done
what every association ought to do if they care about
beginning to end encryption and security. The IT rules
prompted by the public authority are unlawful. In the
clothing of watching out for trickiness and overseeing
development associations, Gol has been outperforming the
capacities permitted through subordinate guideline and
including it for political purposes as is obvious from the
new Twitter fracas. This is the very support for why the
Free and Open-Source Programming social class tried these
guidelines in the Kerala High Court.

The Problem with Traceability

Encryption is the demonstration of scrambling data to make
it incongruous, even to expert associations. It keeps
conversations stowed away anyway can be manhandled to
spread fake news or for wrongdoing. Development and
assurance experts have battled that breaking encryption is
the main move towards government perception on its own
inhabitants.

Obviousness, or recognizing the originator of a message,
would propel associations like WhatsApp to assemble and
store nuances of billions of messages sent consistently. It
will require illuminating stages to accumulate a bigger
number of data than they need, just to give it to policing.
Genuine experts in India have battled that the
conspicuousness game plan is unlawful somewhat because
of a 2017 High Court decision that held people have a
fundamental right to security.

They have furthermore said finding the essential originator
wouldn't be an exact way to deal with recognizing the
information originator. People for the most part see content
on destinations or electronic diversion stages and
subsequently reorder them into talks. It would moreover be
hard to appreciate the setting of the status quo at first
shared.

WhatsApp, close by others, conflicted with breaking
beginning to end encryption in 2019 as well, when a
previous type of the continuous government decides
mentioned that illuminating organizations do thusly.

Impact of Social Media on the Right to Privacy
regarding WhatsApp Policy

With the turn of events and prevalence of interpersonal
interaction locales, cybercrimes have tremendously
expanded. It has become fundamental for the country to
focus on the issues and make severe regulations with the
creating innovation. Web-based entertainment is turning
into an incredible interest of individual clients particularly
ladies and youngsters who are succumbing to the obscure
individuals with whom they blend through their internet
based enrolled profile. In any case the companion rundown
or contact list incorporate a few obscure companions and
sharing of considerations.

With the climb of stages, for instance, Facebook, TikTok,
etc., it was seen by the public power that the "Right to one
side to talk openly of Talk and Maxim" was being used
wildly and recklessly by the residents, the public authority's
essential concern brought up the ascent in disdain discourse,
counterfeit news thus called enemy of public exercises
online through slanderous web-based entertainment stages.
Virtual entertainment use has become more normal in India
due to "lower web levies, accessibility of shrewd gadgets
and last-mile network". Web as powerful device to cause
"unfathomable interruption to the majority rule nation".

The public authority has proposed measures to control
online entertainment organizations owver destructive
substance, including "significant” fines and the capacity to
obstruct administrations that don't adhere to the guidelines.
To support and empower government organizations to
utilize this powerful mode of communication, a Structure
and Rules for utilization of Web-based Entertainment in
India has been formed, which will be remembered as an
arrangement for the delegate rules. The move has been
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taken up following the crazy and imprudent activity of the
Right to The right to speak freely of Discourse and
Avrticulation by residents via web-based entertainment. The
public authority has encouraged the Web access Suppliers
(1SPs) to hinder admittance to kid erotic entertainment sites.
The utilization of web-based entertainment during
Coronavirus is immense. WhatsApp likewise is a mode of it.
More clients go web-based he stay associated with their
family, companions and family members.

By and large, Facebook-possessed WhatsApp has seen a
40% expansion in utilization that developed from an
underlying 27% knock in the previous days of the pandemic
to 41% in the mid-stage. For nations currently in the later
period of the pandemic, WhatsApp utilization has bounced
by 51%.

Facebook as of late shared its own information, noticing that
complete informing on its foundation was up by over half
over the month before. This would incorporate Facebook
Courier, Instagram and WhatsApp consolidated. It
additionally guaranteed that time across all applications
since the emergency had become 70%, too, and time in
bunch calls were up by over 1,000% during Feb 2020.
Informing application's new security strategy influences
lawful right of Indian residents with the information
gathered from WhatsApp, Facebook might lay out a
syndication in computerized promoting prompting
supported worries from hostile to trust activists. Well known
informing application Whatsapp as of late reported another
security strategy. It is compulsory for clients to
acknowledge the new terms to keep utilizing the application.
While Whatsapp legitimizes the progressions in light of a
need to coordinate better with different results of its parental
organization, Facebook Inc, the new security strategy has
confronted an extreme reaction from fluctuated partners
going from protection advocates, serious organizations, and
so forth.

Updated Privacy Policy
The main change in the new strategy is the statement that
Whatsapp would share data across the Facebook
Organization of Organizations, ie, Facebook, Instagram, and
so on. While it was discretionary already, post 8 February, it
would become compulsory. Subsequent to confronting a
reaction from clients.
While individual Whatsapp messages are start to finish
scrambled, Whatsapp would now gather and send huge
scope data about how you collaborate on the stage across
the Facebook Organization. Further, associations with
organizations on WhatsApp, including messages, will be
available across the Facebook organization.
To make sense of basically, WhatsApp will direct huge
information mining practices in two prongs:
1. Primary instant messages shipped off business accounts
2. Metadata, ie, information about information. The last
option part is the more disputable part while apparently
guiltless. This can uncover exceptionally delicate data
about a singular's personality and character.

What is metadata?

Metadata, with the end goal of our conversation, can be
made sense of as nearly all that about a message with the
exception of the ‘content’ of that message.

Whatsapp gathers changed data like contacts, area
subtleties, monetary subtleties, one-of-a-kind identifiers of
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telephones. This metadata gathered can then be connected to
one's singular character and be utilized to fabricate a total
profile of them. For instance, area subtleties can uncover
one's nationality, or, monetary subtleties including value-
based data can uncover whether one is a high-roller.

This character-based profile made by means of this
metadata would assist Facebook Inc to target clients with
ads for organizations related with its organization. These
designated promotions might be sectioned by the client's
personality, interests, leisure activities, and so on. For
instance, WhatsApp might gather monetary data from
clients on WhatsApp pay and the equivalent might be
imparted to Facebook to assist focus on the client with
promotions from credit organizations, banks, and so on.

On a more perilous scale, insights concerning and client's
ways of managing money or area can assist Facebook with
building a character/character profile assisting them with
focusing on ads from organizations like political
consultancies or ideological groups.

Legal Concerns

The new approach doesn't consider the assent of clients
when it makes it required to acknowledge the new
arrangement. While there is generally a choice to not utilize
the application, the application in itself is gigantically well
known, and not a few group could understand an immediate
repeal of their freedoms.

A select in agreement rule would require a particular, clear,
and confirmed acknowledgment of the agreements by a
client, as opposed to verifiable or unknown assent. The
select in arrangement present on paper, when made required
for proceeding with the utilization of the famous
application, abuses the assent rule of private gatherings.

Virtual Entertainment’s Security Related Regulations in
India

Social Media is India is directed by the Data Innovation Act,
2000. This was set up to manage the issues that stemmed
out of utilization of data innovation. In any case, it should
be remembered that opportunity of articulation doesn't give
‘complete’ opportunity to anyone. This doesn't guarantee
that they can compose or say anything they wish to. The
unique situation or the purpose behind any news or data
being flowed through online entertainment/organizing
channels should be controlled and assessed. The realness
should be checked as it can immensely affect the populace
which gets such data. While the law in this specific field is
currently at early stage, it is developing with time.

As of late, the High Court struck down Segment 66A of the
Data Innovation Act, 2000 which prompted captures of
many individuals for posting supposedly shocking substance
on the Web. The Court likewise dismissed the Middle's
request that it was resolved to free discourse and would
guarantee the arrangement was managed in a sensible way.
While the need of great importance may be to have
powerful and hearty instrument to administer the substance
over web-based entertainment and systems administration
destinations, the Public authority should not fail to
remember that they can't control the protected and principal
freedoms and keep individuals from communicating their
perspectives over the issues concerning the nation, including
communicating their appreciation or disappointment on the
working of the Public authority. The substance essayist and
forwarder should go about as a mindful resident and
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guarantee that such transmission of content doesn't prompt
death toll, notoriety or respect of any resident. The Public
authority should not fail to remember that behaves like Data
Innovation Act, 2000, were sanctioned to shield the
residents. That not the slightest bit ought to go about as an
obstacle or a device in the possession of the public authority
to hold the residents back from practicing their protected
privileges.

Current laws prevalent in India

India doesn't have a free individual data security guideline
to defend individual data and information shared or got in a
verbal or created or electronic design. Notwithstanding,
protections are open, they are contained in a mix of goals,
endlessly runs the show.

The most prominent plans are contained in the Information
Development Act, 2000 (as different by the Information
Advancement Amendment Act, 2008) read with the
Information Development. It is the fundamental guideline in
India overseeing advanced bad behavior and electronic
business. Sensitive Individual Data or Information Rules,
2011 (SPDI), as the name suggests, simply cover data and
information which is exchanged an electronic design and
not those got past non-electronic correspondence structure.
Exactly when this IT Act, 2000 came into force on October
17, 2000, all of the guidelines and methodologies
concerning the given Showing coming up short on
confirmation and game plans expected to shield one's fragile
individual information gave electronically. This in the end
provoked the introduction of the Information Development
Bill, 2006 in the Indian Parliament which then provoked the
Information Advancement (Change) Act, 2008 whose game
plans came into force on October 27, 2009. It implanted
Region 43A in the IT Act.

The Individual Information Insurance Bill, 2019

After the High Court's achievement judgment in the Value
KS Puttaswamy case, which held that security is a
safeguarded right, the MEITY molded a 10 section board
lead by surrendered Referee for the country's most elevated
court B.N. Srikrishna for making proposition for a draft Bill
on protection of individual data. Ensuing to managing it for
a year, the board introduced its report named "A Free and
Fair Mechanized Economy: Protecting Security, Drawing in
Indians” close by the draft bill on confidential data
affirmation. The changed Individual Data Security Bill,
2019, was introduced by Mr. Ravi Shankar Prasad, Minister
for Devices and Information Advancement, in the Lok
Sabha on December 11, 2019. At this point, the Bill is being
examined by a 30-section gathering of the Joint
Parliamentary Committee and is mentioned to present its
report in the colder season meeting from the Parliament in
December 2020.

Indian Legal executive on Guideline of Individual
Information

The Kerala High Court on account of Balu Gopalakrishnan
v/s Province of Kerala passed an in-between time request on
April 24, 2020 on the commodity of Coronavirus related
information by the state legislature of Kerala to a US-based
element, sprinkler, for information examination. The High
Court held that particular measure were to be executed by
the state government prior to allowing sprinkler admittance
to the information. These actions assent from residents and
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guaranteeing the arrival of information once legally binding
commitments end. The High Court additionally banned ad
and the business abuse of the information by sprinkler. This
judgment sets a significant benchmark for all open
confidential association in the post Coronavirus time in the
field of information assurance and stresses the responsibility
of the state in giving information of its residents.

Conclusion

In conclusion, the dynamic landscape of social media,
exemplified by the case study of WhatsApp's updated
privacy policy in India, underscores the intricate interplay
between technology, privacy, and individual rights. The
evolution of WhatsApp from its inception to becoming a
fundamental communication tool for over 530 million users
in India has illuminated both the benefits and challenges of
this digital era. The research has shed light on the profound
implications of WhatsApp's updated privacy policy,
particularly the demand for traceability and increased data
sharing with Facebook. These developments have ignited
crucial discussions surrounding data privacy, user rights,
and government regulation.

Moreover, this research has elucidated the broader impact of
social media on privacy rights. From the sharing of personal
information to the influence on health behavior and the
proliferation of misinformation, social media has become an
omnipresent force in modern society. While it offers
immense connectivity and information-sharing capabilities,
it also brings forth challenges that must be addressed. In
navigating this complex terrain, it is imperative for
policymakers, technology companies, and users to
collectively engage in a thoughtful dialogue. Striking a
balance between harnessing the potential of social media
and safeguarding individual privacy is an ongoing endeavor.
It necessitates the formulation of robust data protection
laws, transparent privacy policies, and technological
innovations that prioritize user privacy. As we move
forward in this digital age, the right to privacy remains a
fundamental tenet of democratic societies. WhatsApp's
privacy policy updates serve as a poignant reminder that the
digital realm requires continuous scrutiny and adaptation. It
is incumbent upon all stakeholders to work collaboratively
to ensure that the benefits of social media do not come at the
expense of individual privacy and the preservation of core
democratic values. Just through a deliberate exertion might
we at any point explore the complicated trap of virtual
entertainment's effect to our right side to security and shape
a future that is both associated and conscious of our basic
privileges.

References

1. Solove DJ. I've Got Nothing to Hide and Other
Misunderstandings of Privacy. San Diego Law Rev.
2008;44:745-772.

2. Nissenbaum H. Privacy in Context: Technology,
Policy, and the Integrity of Social Life. Stanford (CA):
Stanford Law Books; c2010.

3. Westin AF. Privacy and Freedom. New York:
Atheneum; c1967.

4. boyd d, Ellison N. Social Network Sites: Definition,
History, and Scholarship. J Comput-Mediat Commun.
2008;13(1):210-230.

5. Tene O, Polonetsky J. Big Data for All: Privacy and
User Control in the Age of Analytics. Northwestern J

~153 ~


https://www.civillawjournal.com/

International Journal of Civil Law and Legal Research https://www.civillawjournal.com

Technol Intellect Prop. 2013;11:239-273.

6. Warren SD, Brandeis LD. The Right to Privacy. Harv
Law Rev. 1890;4(5):193-220.

7. Debatin B, Lovejoy JP, Horn AK, Hughes BN.
Facebook and Online Privacy: Attitudes, Behaviors,
and Unintended Consequences. J Comput-Mediat
Commun. 2009;15(1):83-108.

8. Regan PM. Legislating Privacy: Technology, Social
Values, and Public Policy. Chapel Hill (NC): The
University of North Carolina Press; ¢1995.

9. Zuboff S. The Age of Surveillance Capitalism: The
Fight for a Human Future at the New Frontier of Power.
New York: PublicAffairs; c2019.

10. Acquisti A, Gross R. Imagined Communities:
Awareness, Information Sharing, and Privacy on
Facebook. In: Privacy Enhancing Technologies. Berlin:
Springer; c2006. p. 36-58.

11. Rosen J. The Right to be forgotten. Stanford Law Rev
Online. 2012;64:88-92.

12. van Dijck J. The Culture of Connectivity: A Critical
History of Social Media. Oxford: Oxford University
Press; c2013.

13. Bernal P. Privacy, Antisocial Networking, and the
Third-Party Doctrine. NYU Law Rev. 2016;91:213-65.

14. Citron DK. Cyber Civil Rights. Boston Univ Law Rev.
2008;89:61-125.

~ 154 ~


https://www.civillawjournal.com/

